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Cybersecurity: You Cannot Secure
What You Cannot See

Follow this guidance to understand today's cybersecurtty risk landscape and take the
necessary steps to create a sound industrial control system cybersecurity program,
including the development of a comprehensive, in-depth cyber-asset inventory

David Zahn
PAS, Inc.

n industrial facilities, cyber inci-

dents typically result from three

basic scenarios: a malicious at-

tack from an outside individual or
group; a cyber incident that results
from an engineer making a mistake
that alters a control process or di-
minishes safe operations; or the
work of a disgruntled employee or
ex-employee. No matter which of
these scenarios you believe is real
or presents the most risk, compa-
nies must take steps to protect their
industrial control systems (ICS) from
cyber incidents. What should com-
panies do and how far should they
go to ensure that risk is managed
to a sufficient level? This article ad-
dresses the fundamental elements
that an ICS cybersecurity program
must contain, and shares guidance
on how to develop an in-depth cyber
asset inventory.

Cyber incidents

A malicious attack from an out-
side individual or group. Although
such attacks have affected physical
operations in a number of well-pub-
licized cases, most outsider attacks
to date have focused on proliferation
and reconnaissance (get in, spread,
gather information, and report back)
as their primary objectives. The pas-
sive nature of these attacks has lulled
many into believing there is more
hype than reality in the likelihood of
a malicious attack. Most cyberse-
curity experts would agree that at-
tacks of this type to date are merely
a prelude to attacks that will take
more directed action in the future.
The attack on a power plant in the
Ukraine in December 2015 in which
hundreds of thousands of people

FIGURE 1. Cybersecurity risks can arise from several scenarios — malicious attack, human errors and
the intentional actions of disgruntled current or former employees

lost power in the dead of winter is a
testament to what is to come.

A cyber incident resulting from
human error. These mistakes can
go undetected until it is too late.
Most engineers who have worked
in chemical process industries (CPI)
facilities long enough can share
stories of when such incidences
have occurred.

The work of a disgruntled em-
ployee or ex-employee. With the
spate of layoffs during the last sev-
eral years — particularly in the oil-
and-gas sector — the potential for
an insider threat is a rising concern
for chief information security officers.
Georgia-Pacific recently incurred the
wrath of a fired employee who, soon
after being laid off, accessed and al-
tered control systems from his home.
The company required a significant
amount of time to recover from the
damage he had inflicted. That em-
ployee was successfully prosecuted.

Know your cyber assets
In the race for better ICS cybersecu-
rity, CPl companies all face the same

challenge — knowing what cyber
assets they have in the plant. Op-
erators and managers tend to have
good insight into the non-proprietary
assets, such as workstations and
routers, but they often lack sufficient
visibility into the proprietary assets
that run critical processes and keep
plants safe. This lack of visibility in-
troduces a level of risk that nega-
tively impacts cybersecurity, safety
and compliance efforts.

To what extent does this lack of
visibility exist? In one real-world ex-
ample, an inventory at a plant site
showed that 20% of the cyber as-
sets were traditional information
technology (IT) systems that stan-
dard protocols — for example, Win-
dows Management Instrumentation
(WMI) and Simple Network Manage-
ment Protocol (SNMP) — could in-
terrogate for detailed configuration
information. These systems include
Microsoft Windows workstations,
servers, routers and switches that
sit in front of the proprietary control
systems. An inventory of these is im-
portant to have, but it only paints a
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partial picture of what is happening
within the overall control network.

In our example, the remaining 80%
of cyber assets came from the pro-
prietary industrial control systems,
such as distributed control systems
(DCS), programmable logic control-
lers (PLC), or safety instrumented
systems (SIS). Unlike a worksta-
tion, ICS systems have no standard
protocols to pull detailed configura-
tion information (such as 1/O cards,
firmware, software installed, and
control strategies).

There is also no option to put an
agent on such systems to push data
out, as doing so invalidates ven-
dor support. These systems give
hackers the greatest opportunity to
wreak havoc in a plant, and they also
create opportunities for well-inten-
tioned engineers to make mistakes
that adversely affect operations.

Create a cyber asset inventory
Efforts to collect an inventory of
cyber assets within a control network
typically take three forms — manual,
vendor-supplied, and [T-only. The
following discussion examines the
positives and negatives of each ap-
proach.

Manual inventory. Manual gath-
ering of inventory data is the most
prevalent approach used today.
Companies will send engineers into
plants to perform a physical inven-
tory, and they will gather a limited
set of common data points, related

FIGURE 2. Knowing, in detail, the full extent of the facility’s (and the company’s) cyber assets is a critical

step for developing a plan to both prevent and respond effectively to potential cybersecurity threats

to such information as manufacturer,
model and version. The data are
consolidated in a spreadsheet and
used organizationally.

This approach is convenient, but
is not economical, because engi-
neers walking a plant are expensive
resources and having them carry out
inventory duty has high opportunity
costs. Similarly, the manual gathering
of inventory data is inherently prone
to errors due to the human element,
and this approach will typically yield
an incomplete assessment, poten-
tially missing swaths of important
information, including control logic
and shutdown interlocks. Such a
data inventory can also quickly be-
come outdated over time. Finally,
there are few options for automa-

tion using a simple spreadsheet, as
such a tool does not enable security
policy monitoring and management-
of-change processes.

Vendor-supplied solutions. Con-
trol system vendors often provide a
managed service offering that es-
sentially throws additional outside
help at manual inventory efforts. All
of the problems with a manual inven-
tory still exist, but internal resources
noted previously are freed to do
other high-value duties. Many ven-
dors will also offer tools to manage
cyber asset inventories, but these
tools rarely extend beyond their
own control systems. Companies
that adopt such tools run the risk of
creating solution silos that ultimately
add complexity to a cybersecurity

PLANT DESIGN RUNNING IN OUR VEINS -
YOUR FUTURE ON OUR MIND

Free selection rather than ready-made kits:
we integrate processes — not just parts — fqr

more efficiency, flexibility and security. [pf

vative plant design from the plant architegts.

The architect of your visions

ZEPPELIN

WE CREATE SOLUTIONS

Hall 9/B41

www.zeppelin-systems.com

Circle 41 on p. 78 or go to adlinks.chemengonline.com/61500-41
CHEMICAL ENGINEERING  WWW.CHEMENGONLINE.COM OCTOBER 2016 61



http://www.zeppelin-systems.com
http://WWW.CHEMENGONLINE.COM

environment. Complexity is coun-
terproductive to building an effective
ICS cybersecurity program.
IT-only solutions. There are many
solutions available that can discover
non-proprietary systems and pro-
vide detailed configuration informa-
tion, as well as advanced analytics.
Such products are quite good at
these tasks and given the number of
solution providers with such capabil-
ities, this has become a commodity
offering. CPI companies must have
non-proprietary information as part
of their cybersecurity program.
However, they must also recognize
that the resulting data come from
only about 20% of the cyber assets
in a process control network. Ulti-
mately, [T-only solution architectures
cannot scale to include the much
more complex, proprietary systems
that comprise the remaining 80% of
cyber assets in a plant.

Exploring ‘Inventory in Depth’
A best practice solution must over-
come the limitations of today’s ap-
proaches to inventory. It must gather
inventory data for both non-proprietary
and proprietary cyber assets, it must
contain deep configuration informa-
tion, and it must break down data silos
so that the wide variety of manufac-
turer control systems are made visible.
Next, we explore the elements for
developing a best practice, compre-
hensive cyber asset inventory. We'll
refer to the end product as Inventory
in Depth.
One database to rule them all.
The first element of an Inventory
in Depth approach is to have both
non-proprietary (IT) and proprietary
operational technology (OT) data in a
single repository. The ability to carry
out automated vulnerability assess-
ments, security policy enforcement,
unauthorized change investigations,

patch management processes, ana-
lytics and more is only as good as
the breadth and depth of the inven-
tory such efforts utilize. Gathering
OT and IT assets into a single da-
tabase ensures breadth; ensuring
depth requires having all configura-
tion data, such as I/O cards, firm-
ware, software installed, and control
strategies. Detailed configuration
information gives engineers and
cybersecurity personnel the same
view of data, which translates into
more consistent, coordinated, and
speedier decisions — important ca-
pabilities when the goal is to prevent
potential plant upsets or harm to
personnel. Finally, the costs to main-
tain an inventory can decrease by as
much as 90% as Inventory in Depth
relies on automated data gathering;
depending on the frequency, an ev-
ergreen inventory is also achievable.
Criticality, priority, and interde-
pendency. Not all cyber assets have
the same risk profile in light of plant
processes. Therefore, when an unau-
thorized change happens on a critical
asset, such as a safety instrumented
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system (SIS), the incident- response
protocol will have different steps and
degrees of urgency than protocols for
other systems, such as a data histo-
rian. Discriminating between cyber
assets means having a method of
categorizing the systems so that each
can receive appropriate scrutiny and
responsiveness if an incident occurs.
Since few systems act indepen-
dently in a plant, it is also important
to understand how systems are re-
lated to each other. Should the sys-
tem go down due to a cyber attack
or engineering mistake, personnel
can make better recovery deci-
sions based on knowing what other
systems are affected. Having this
information is a good engineering
practice that also allows cybersecu-
rity personnel to better manage risk
across the entire enterprise.
New device discovery. Whie a
simple “ping sweep” will identify new
assets on a network, finding new or
changed proprietary cyber assets
relies on a different tactic — digging
into the configuration files of propri-
etary systems and finding system ref-
erences that are not currently inven-
toried. Once an asset is recognized,
cybersecurity or engineering person-
nel should ideally receive notifications
of a new device, as well as missing
ones (for instance, those resulting
from a system upgrade). Then, es-
tablished workflows can guide them
through the process of updating data
imports, policies, processes and
other cybersecurity functions.

Enabling new usage scenarios
An OT and IT inventory opens up
new ICS cybersecurity use cases
that were previously unavailable or
difficult to achieve. Cybersecurity
and operations personnel can now
perform the following tasks:

1. Identify exposure to published
vulnerabilities

Scenario: ICS-CERT (Box, p. 62) [2]
published a critical vulnerability advi-
sory in early 2015 concerning multi-
ple models and versions of a specific
transmitter. This transmitter works
across any manufacturer’'s control
system and not just the manufactur-
er's. The advisory describes the vul-
nerability as critical, noting that it has
the potential to impact operations if
left unaddressed.

Solution: If a comprehensive OT in-
ventory exists, a simple query will

immediately identify every control
system that has this transmitter.
Only an inventory that spans the
heterogeneous, proprietary con-
trol systems in a plant will provide
complete results. Once the situa-
tion is remediated, to prevent future
occurrences of this vulnerability, an
automated policy can look for and
flag instances of when that same
transmitter is reintroduced into the
control environment (for example,

through the spares inventory).

2. Unauthorized change to a con-
trol strategy

Scenario: An engineer connects to
a particular safety system to make
a simple change. The engineer mis-
takenly removes the ability for the
operator to recognize the availability
of that safety system.

Solution:  Inventoried configuration
data are analyzed for changes, with
unauthorized changes flagged for
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investigation. An incident-response
protocol drives remediating actions
needed to restore the safety system.
The next data import captures evi-
dence that the safety system’s con-
figuration was properly restored.
3. Preparing for the inevitable
breach
Scenario: Hackers gain access to
systems in Level 1 and below. A
multi-threaded attack includes firm-
ware updates to serial-to-Ethernet
devices, similar to the Ukrainian
power plant hack carried out in De-
cember 2015.
Solution: Change detection utilizing a
security baseline will surface the mali-
cious firmware updates, and change
management procedures and auto-
mated workflows will drive needed
actions. If a worst-case scenario 0c-
curs, automated backups taken dur-
ing the Inventory in Depth process will
speed recovery, as part of a compre-
hensive disaster recovery plan.
Today, the majority of CPI operat-
ing companies cannot effectively ex-
ecute these three use cases. Where
they stumble is not having an ac-

curate, comprehensive inventory of
all their cyber assets, which hinders
swift, consistent action when these
security policies are violated.

A comprehensive solution

A best-in-class inventory manage-
ment solution deciphers and inte-
grates control-system configuration
data from both proprietary and non-
proprietary systems into a single
repository. Such a solution detects
new or missing devices, provides a
facility for asset classification, en-
ables appropriately leveled incident
response protocols, and accurately
captures system interdependencies
in sufficient detail.

An automated, normalized inven-
tory data across all major IT and OT
assets in the control network pres-
ents a holistic view of control sys-
tem assets — beyond the reach of
traditional manual, vendor-supplied,
or IT-only solutions. Plant person-
nel monitor and detect unauthor-
ized changes centrally and then in-
vestigate, remediate, and mitigate
through automated policies and

workflows. The result is greater op-
erational efficiency, improved audit
capabilities for compliance, closed-
loop patch-management processes,
and a speedy recovery in the event
of a lost production system. |

Edited by Suzanne Shelley
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